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ABSTRACT

Deep learning models are known to suffer from a lack of ro-
bustness to adversarial attacks. While the majority of research
on the robustness of neural networks stems from the image
classification domain, audio classifiers have also come under
scrutiny, as their use in tasks such as speech processing is
increasing. We introduce a novel adversarial attack method
that creates band-pass filters as perturbations for mel spectro-
grams. These perturbations are closer to real-life conditions
than conventionally created adversarial examples, as they can
simulate the use of different recording devices or other acous-
tic properties. We demonstrate that state-of-the-art audio clas-
sifiers lack robustness against these adversarially-created fil-
ters, and we show that adversarial training with our attack
method can help mitigate this effect on the widely studied
NSynth, ESC-50 and SpeechCommands datasets.

Index Terms— Audio Classification, Neural Networks,
Adversarial Attacks, Audio Filters

1. INTRODUCTION

Neural networks form the basis for most state-of-the-art au-
dio classification approaches. With millions to billions of
trainable parameters, these models are very powerful; at
the same time, they are vulnerable to often imperceptible
changes, commonly referred to as perturbations, to originally
correctly classified inputs, which can pose serious challenges
when they are used in real-world applications. An ideal
model should produce correct class predictions when pre-
sented with audio that may stem from different recording
devices, contain background noise, or come from various
acoustic environments.

A common way for assessing the robustness of machine
learning models is to expose them to adversarial attacks [1].
These attacks work by slightly perturbing a given input, such
as an audio recording, in a way that the model misclassifies it.
In the audio classification domain, these adversarial examples
have traditionally been crafted through noise that is added to
the waveform [2]. Though these perturbations are successful
in misleading models, they are generally not likely to occur
naturally and are judged as artificial by human subjects [3].

In most non-security critical application contexts, there
is no expectation that an attacker would attempt to mislead
a model through adversarial methods. However, adversarial
attacks may still be used to measure the robustness of a model,
especially in the case of perturbations that are more likely to
occur naturally. In this work, we introduce a novel method for
creating perturbations as band-pass filters that are capable of
approximately modelling acoustic properties such as the use
of different microphones or recording setups.

We show that our modification of the well-established
Projected Gradient Descent (PGD) attack [4] outperforms
random search at finding filter-based adversarial examples.
We further demonstrate that state-of-the-art audio classifiers
are highly susceptible to these filter-based perturbations. Fi-
nally, we apply adversarial training in order to improve the
robustness of our models on three common audio classifica-
tion tasks.

In the following, we first provide an overview of related
work, before explaining our novel modifications to PGD.
Then, we will introduce our experiment setup, present results
and summarise our key takeaways and propose suggestions
for future work.

2. RELATED WORK

Researchers have long been concerned with the study of ad-
versarial attacks, as reflected by the volume of research on
methods for finding adversarial examples [1], training meth-
ods to harden neural networks against small perturbations [4]
and formal verification of the robustness of neural networks
[5]. Most of this research is focused on the classification of
images.

While the community has mostly considered local robust-
ness properties—as this problem is already hard to solve—
various works applied adversarial attacks on semantically
meaningful visual perturbations, such as Fourier-based visual
filters [6].

Hanspal et al. [7] defined properties for image classifiers
based on Fourier transforms, which allowed them to construct
properties with interdependency between pixels and perform
verification for those properties using existing neural network
verifiers. Our work similarly considers a robustness property
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based on filters, where “pixels” of the spectrogram are not
independently perturbed.

In the audio domain, some work considering robustness
against adversarial attacks has been published over the last
few years. Conventional methods for reducing the impact of
adversarial examples on the accuracy of neural networks in-
clude local-smoothing and downsampling [8].

Carlini et al. [2] were the first to show that targeted adver-
sarial attacks are possible in the audio domain by adding hu-
manly imperceptible, carefully designed changes to a wave-
form. These small changes make it possible for a speech
recognition classifier to be fooled into predicting any desired
outcome.

Du et al. [9] proposed an adversarial attack method called
SirenAttack that is designed for audio tasks such as speech
recognition. They combined the commmonly used gradient
approach with a heuristic algorithm for generating perturbed
samples.

Mauch et al. [10] used various audio degradation tech-
niques, including high- and low-pass filters, to evaluate the
robustness of audio processing algorithms for a selection of
music information retrieval tasks. While the inclusion of fil-
ters in their work creates a close connection to ours, they did
not apply their toolbox to machine learning methods.

Closely related to ours is the work by Sturm et al. [11],
which studied different waveform augmentations in a musical
genre classification task. These augmentations were more se-
mantically meaningful, echoing our motivation to create more
realistic evaluation conditions for audio models, however did
not include the aspect of adversarially crafting perturbations
to measure the robustness of a model.

3. FILTER PERTURBATIONS

In this section, we will provide background information on
PGD and explain the modifications we made to it in order to
generate filter-based perturbations.

3.1. Projected Gradient Descent

Madry et al. [4] proposed using PGD to train neural networks
to be more robust against adversarial perturbations. PGD
is a multi-step extension of the Fast Gradient Sign Method
(FGSM) [1], incorporating random initialisation within the ε-
ball. The ε-ball, in the case of image classification, is defined
as the range in which a perturbation may lie, as given by the
l∞ distance between the original and the perturbed image.

FGSM and PGD both generate adversarial examples by
propagating an instance through a pretrained neural network
and applying a min–max optimisation strategy to modify the
originally correctly classified sample in order to maximise the
loss, thereby increasing the probability of misclassification.
During adversarial training, these generated adversarial ex-
amples are included in the training process, forcing the net-

work to minimise the loss on both clean and perturbed sam-
ples, which improves robustness.

3.2. Filter-based PGD

Formally, a neural network audio classifier can be described
by a function fθ in RN ·T → Rm, where θ is the set of trained
parameters for fθ, x is an input spectrogram with N fre-
quency bands and T time frames, and m is the number of
possible output classes.

In this work, we define a filter as a vector h, with N el-
ements as given by the size of the input spectrogram. We
assume that if a filter influences a frequency band n ≤ N ,
it influences the frequency with a constant magnitude over
time, creating a discrete band-pass filter. This means that a
frequency is either amplified or attenuated at the same rate
over time, similar to how the resonant frequency of a room is
not expected to change within a short timeframe. In the case
of ∀n : hn = 1, the filter represents the identity function,
making no change to the spectrogram at all. We initialise our
algorithm with this particular filter, which we denote by h0.

Considering our initial filter h0, we define Sp,ε as the re-
gion around h0 encapsulating all feasible filters given by

lim
p→∞

Sp,ε = {h : ||h− h0||p ≤ ε}, (1)

remaining consistent with existing robustness literature by us-
ing the l∞ norm. If we find a filter in the region Sp,ε that leads
to misclassification, we consider this as a filter-based adver-
sarial example. Note that multiplication of the filter with the
spectrogram in the frequency domain is equivalent to a con-
volution in the time domain [12, pp. 39–41].

We adapt the aforementioned PGD algorithm to gener-
ate filter-based perturbations according to our definition. At
any step t, a filter ht for an input spectrogram x is iteratively
computed in the following way, until a filter-based adversar-
ial example is found or until the predefined number of steps
is reached:

ht
i = clip

ht−1
i + α · sign

 T∑
j=1

(
∇xt−1L

(
θ, xt−1, y

))
i,j

 (2)

where xt = ht · x is the candidate perturbed spectrogram
at step t, L is a cross-entropy loss function and α is a constant
step size. Here, clip bounds each element of the resulting
filter ht between [1 − ε, 1 + ε], and the summation over the
time dimension of the spectrogram aggregates the loss terms.

4. EXPERIMENTS

We demonstrate the effect of filter-based adversarial attacks
against a state-of-the-art Patchout Spectrogram Transformer
(PaSST) [13] and the commonly-used CNN14 model [14] on
three audio classification datasets.
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ESC-50 [15] is a dataset for environmental sound classifi-
cation for 50 classes of sounds from categories such as animal
noises, city soundscapes and domestic sounds.

SpeechCommands [16] contains recordings of 35 words
for the task of keyword detection, recorded with phone or lap-
top microphones.

NSynth [17] consists of 305 979 musical instrument sam-
ples of varying pitches, sourced from commercially available
sample libraries. We use this dataset for the task of musical
instrument recognition.

We used the weights of PaSST provided by Koutini et al.
[13] and by Kong et al. [14] for CNN14, which were both pre-
trained on AudioSet [18]. For every dataset, we trained five
models each on different random seeds with the Adam opti-
miser, learning rates of 10−5 for PaSST and 10−4 for CNN14,
and early stopping based on the accuracy on the validation set
with a patience period of ten epochs. Due to the size of the
dataset, the validation accuracy on NSynth was evaluated af-
ter 20% of training batches were used in every epoch, and the
learning rate was halved as the validation accuracy did oth-
erwise converge too quickly for early stopping to choose an
effective stopping epoch.

All datasets were augmented with SpecAugment [19],
random rolling and gain attenuation/amplification, and two-
level mixup [20].

The trained models were then evaluated by performing
filter-based PGD attacks with multiple ε values, and we mea-
sured the classification accuracy on the perturbed test sets. To
assess the efficacy of our PGD adaptation, we further com-
pared it to a random search within the same ε-ball.

In a subsequent experiment, we applied adversarial train-
ing to PaSST on each of these datasets with the same set of
hyperparameters. One model was trained for every ε in the
range of (0, 1] in equidistant steps of size 0.1. Finally, all
adversarially trained models were evaluated on their respec-
tive test sets with the same filter-based PGD attack described
above.

5. RESULTS AND DISCUSSION

In this section, we will present and analyse the results of our
experiments and discuss what they show about the robustness
of audio models regarding filter-based attacks.

5.1. Attacks on Baseline Models

The adversarial accuracy of our baseline models is shown in
Fig. 1. For all three datasets, it is clear that the trained base-
line models are highly susceptible to filter-based adversarial
attacks, even for small ε values. We see that for ESC-50
and SpeechCommands, our filter-based PGD performs signif-
icantly better than random search at finding adversarial exam-
ples. Using a one-sided Wilcoxon signed-rank test, we con-
firmed statistical significance (p < 0.05) for all model and
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Fig. 1. Mean test accuracy aggregated for five trained mod-
els against filter-based PGD and random search. 95% con-
fidence intervals are shown around the plotted means for all
three datasets.

dataset combinations except for CNN14 on NSynth, where
the null hypothesis could not be rejected. This shows that the
loss information of individual spectrogram values success-
fully propagates across the summation of signs in Eq. 2 and
that it shifts the search into more promising regions. How-
ever, given that for ε = 1 there is a theoretical global opti-
mum, where every element of the filter is set to 0, we can
see that neither method is able to find this particular optimum
reliably. It may be the case that finding this filter is akin to
a needle-in-a-haystack problem, where no global trend could
guide the search process towards the global optimum.

A further consideration in favour of our approach is that
the number of mutable parameters is vastly smaller than that
of conventional adversarial attacks. While a conventional at-
tack may be able to modify every element of the spectrogram
or waveform individually, our filter approach limits this to the
number of mel bands in the spectrogram, in our case 128 for
PaSST and 64 for CNN14. Despite this limitation, the signifi-
cant degradation of classification accuracy across all datasets
shows that, despite various data augmentation methods, state-
of-the-art deep leaning models are not even robust to this the-
oretically weaker adversary.

We provide listening examples alongside our code on
GitHub1 to show that, especially for small ε, the filter-based
perturbations are not easily noticeable. As our constant band-

1https://github.com/ADA-research/AdvFilters
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Fig. 2. Test accuracies of PaSST models against filter-based PGD after adversarial training with different ε values. The x-axis
shows the ε with which the attacks on the test set were performed, while the line colour indicates the ε with which it was trained.

pass filters only affect the frequency content of the spectro-
gram, but leave temporal structures such as rhythmic noises
intact, the perturbed audio sounds more natural to the human
ear than conventionally created adversarial examples.

5.2. Adversarial Training

In our second experiment, we applied adversarial training in
an attempt to improve the robustness of these models. As
shown in Fig. 2, adversarial training creates models that show
much better accuracy against filter-based PGD, even when
trained with very small ε values. While the robustness of
each model still declines once the attack is performed with
an ε higher than the one that a model was trained with, we did
observe improved robustness over the baseline models across
all datasets. There is a slight trade-off between the adversar-
ial accuracy at higher ε values and the accuracy on the un-
perturbed test set. This trade-off is known [4], yet remains
within a reasonable range for the models trained with smaller
ε. One should consider the application contexts in which a
model may be deployed, and choose a suitable ε value.

Attacks on the ESC-50 dataset remain the most successful
among the three datasets we tested. This may be correlated
with the comparatively small size of the dataset, containing
only 1200 training samples after removing the testing and val-
idation folds. The wider spread in the 95% confidence inter-
vals in Fig. 1 further shows that the small dataset results in
more inconsistent model performance compared to the larger
two datasets.

It is important to note that the robustness gains of adver-
sarial training come at the cost of a substantial increase in
training time. Especially on the larger datasets NSynth and
SpeechCommands, we noticed an up to 10-fold2 increase, due
to the sheer number of adversarial attacks that had to be per-
formed on every batch.

2Experiments were run on a compute cluster with NVIDIA H100 GPUs.

6. CONCLUSION

In this work, we have introduced a novel approach to cre-
ating adversarial examples for neural network audio classi-
fiers. With our filter-based method, we were able to show that
state-of-the-art deep learning classifiers are highly vulnerable
to slightly filtered mel spectrograms on three commonly used
audio classification datasets from different domains. We fur-
ther showed that, through adversarial training, this problem
can be partially mitigated, albeit at the cost of a minor trade-
off in accuracy on the unperturbed test set.

As, to our knowledge, this is the first work investigating
such filter-based attacks, there are many avenues for future
work. To get an even better idea of the effect of real-world
filters, it would be interesting to restrict the range of available
adversarial filters to a discrete set that is specifically crafted to
model particular recording devices or acoustic environments.
Further, our approach could be modified to allow for a smaller
number of bands, as is the case in more common band-pass
filters, such as the ones used in FilterAugment [21]. In that
context, it may also make sense to bound our attack by using
the signal-to-noise ratio, as is commonly done in noise-based
attacks.

The use of neural network verification tools to give ro-
bustness guarantees with regards to filters would be another
important contribution, as adversarial robustness alone gives
only an upper bound on the accuracy of a model under adver-
sarial conditions.

Lastly, we believe a human study in the style of Vadillo et
al. [3] would provide valuable insight into the perceptibility
of our perturbations compared to noise-based attacks.
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